
Perspectives from the Healthcare Industry

Moving to a Culture of Trust  
in Digital Transformation

Introduction
In July 2016 (ISC)², the largest nonprofit membership 

body of certified cyber, information, software, privacy and 

infrastructure security professionals worldwide, wanted 

to bring together perspectives from many areas of the 

healthcare industry and give them the opportunity to 

talk freely and anonymously about their thoughts and 

experiences as the sector undergoes digital transformation. 

The move to a paperless system in an effort to improve 

patient care is an ambition central to the Government’s 

Personalised Health and Care 2020 framework. Our aim 

was to explore a range of issues, including the reasons why 

patients were showing a reluctance to trust the sector’s 

efforts to go through this change, and barriers that should 

be addressed in the effort to create a culture of trust.

This subject is important to (ISC)² for several reasons. 

We have members working within the healthcare sector 

around the world, 50 of whom are subject matter experts 

within the NHS. We understand that they are seeking to 

better understand current trends, such as the rising value 

patient data and the threat of online theft, as well as the 

growing frustration with the effort to progress the sector 

digitally. This was an opportunity to create a resource for 

them and other stakeholders, providing a snapshot of the 

front-line experiences and current insights of these trends 

within the sector. Among those around the table were 

representatives from the Cabinet Office and Department of 

Health, academia, a patient advocacy group, an IT company 

that specialises in health records, a business consultancy 

focussed on healthcare services, a well-known international 

management consultancy, as well as current and past 

clinicians. It was clear that everyone in the room believed 

that the move to a paperless environment was both 

inevitable and desirable. They were united in their belief 

that the sector was collapsing under the weight of outdated 

processes, and at risk of missing significant opportunities for 

improvement in both management and clinical outcomes.

Initially they came to learn how to foster a culture of 

public trust in the management of healthcare data, but 

we soon discovered that this wasn’t the sole focus. Trust is 

a symptom of circumstance, and the discussion revealed 

many influences that could undermine the move to a 

paperless environment: from a lack of clarity around goals, 

to the skills required to make the transition. Our discussion 

illuminated some of these wider issues, highlighting the 

differences and common ground, and helping all to develop 

an understanding of how we can move forward. 

Here we present their input in the form of questions that 

have yet to be fully answered, but highlight concepts 

that will be relevant to all interested in assuring a 

culture of trust as the healthcare sector undergoes its 

digital transformation. 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384650/NIB_Report.pdf
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The group admitted that moving from a paper-based system 

to an electronic system adds complexity, with different 

systems serving different needs. In addition, the ability to 

parse existing data in many ways emphasises a need to 

examine the current definitions and assesses whether they 

can be universally understood and agreed upon. 

What are patients concerned about? 

During the session we asked about the group’s 

understanding of current patients’ perspectives and 

concerns on the transition to paperless records. It was 

clear that there was a poor appreciation and patience 

for the measures that are being taken to ensure 

confidential patient information is protected, and/or 

only be accessed by the correct people. Patients question 

the motivation and methods around how information 

contained in records could feasibly and safely be shared 

for reasons beyond direct patient care. They expect, but 

question how records can be managed to allow different 

clinicians to view the data they need, while keeping other 

sensitive data confidential. 

The discussion led to debate about whether records 

pertaining to certain conditions, such as HIV, should be 

treated with a different level of confidentiality should it be 

requested by the patient, and how such a scenario would be 

managed in an electronic record system. The obvious reason 

given was the level of distress caused in the event of a data 

breach where patient confidentiality was compromised, 

such as in 2015 when the 56 Dean Street Clinic accidently 

revealed details of more than 700 users of an HIV service. 

What is a patient record, exactly?
Part of the discussion in the move to digital healthcare 

agreeing a common understanding of various concepts. 

One of the central considerations during the July 

roundtable session was the definition of a ‘healthcare 

record’. Some of the key questions the group sought to 

understand included: What do we mean when we talk 

about a patient ‘record’? Will the move to a paperless sector 

impact the confidentiality of records? Will the move to a 

paperless sector impact the doctor/patient relationship? 

What do we mean when we talk about a 
‘patient record?’ 

The lack of a common understanding for what constitutes 

a patient record became evident early in the discussion, as 

everyone was referring to ‘the record’ as they raised points 

and scenarios. One participant paused to check if everyone 

had the same understanding when they were referring to ‘a 

record’ and it became clear that they perhaps didn’t. 

This brought to light a fundamental requirement, the need 

to clearly define what constitutes a record in a paperless 

healthcare sector. The options offered were varied. Some 

suggested the foundation was based on the General 

Practitioner (GP) notes, while others understand it to mean a 

collection of notes from the GP and clinicians at a hospital. A 

third viewpoint referred to the patient’s Summary Care Record 

(SCR). The discussion explored whether a record should mean 

a file which outlines all of the patient’s past medical history, 

from any GP’s surgery where they’ve been registered in their 

lifetime and any hospital visit they’ve ever had. The group 

pointed out that people are often surprised to learn that 

there isn’t a consolidated system where patients can access 

a centralised ‘record’ that is readily accessible to clinicians.

The Data Protection Act 1998 currently defines a health 

record as: “Any electronic or paper information recorded 

about a person for the purpose of managing their 

healthcare”. However, the conversation illustrated that those 

who have extensive experience of working in or with the 

sector, have different interpretations. It is arguably unlikely, 

therefore, that the public will have a clear understanding of 

what constitutes a healthcare record.

A health record is any electronic 

or paper information recorded 

about a person for the purpose 

of managing their healthcare. 

– The Data Protection Act 1998
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Can healthcare keep up with  
changing expectations?
As the healthcare sector evolves during the transition to a 

paperless system, consumer trends will play a role in what 

it will need to deliver, and how it is delivered. These trends 

are already shaping expectations that patients have of the 

sector. Consumers are used to, and want, more control of 

their data and this increased level of control is leading to a 

culture of ‘Bring Your Own Healthcare Data’ (BYOHCD). The 

group around the table evaluated how consumer trends are 

shaping expectations around how much control patients 

currently have over their healthcare information, and how 

much they actually want. 

Will we see the blending of healthcare delivery  
and personal devices – ‘BYOHCD’?

Deloitte’s 2016 Global Healthcare Outlook report stated 

that there were five areas in digital and connected health 

that are growing rapidly, which include wearables. These 

highlight a desire among consumers to understand their 

own personal health data, such as what they can collect 

and manage themselves. The rise in popularity of activity 

trackers like Fitbit, and Apple’s acquisition of Gliimpse - 

which enables users to pull their own medical data into 

a virtual space and create a shareable healthcare ‘profile’ 

- point to a future of patients having more involvement in, 

and control of, their own data. 

News of the proliferation of such consumer-driven data 

sits in sharp contrast to reports from the NHS which in 

October 2016 admitted that 61.7 million records belonging 

to patients who have opted out of sharing their data have 

been removed by NHS Digital. It would be interesting to 

understand the reasons why patients decided to opt-out, 

and if the number would be less if patients had more 

knowledge about how their data is managed, or if they 

had more control over their data. 

While so many choose to ‘opt-out’ of NHS Digital sharing 

their data, it is interesting to note that so many people are 

willing to hand over their data to Fitbit or Apple, potentially 

without the same level of concern. It was suggested that 

people aren’t driven by concerns when making these 

It also became clear that patients want assurances that 

are difficult to communicate. They want to know that their 

records are in order and kept safe as the system for keeping 

and managing them is changed. At present, however, if you 

ask a patient or a healthcare professional exactly where a 

record is kept, or where their information is held, they may 

not be able to answer. 

What about doctor/patient confidentiality? 

The move to a paperless sector is inevitably leading to 

a culture shift as digital records create new far-reaching 

opportunities to access the information. The group 

highlighted that there was a time when a GP might be 

offended if another healthcare professional asked to view 

the records they keep. The move to a paperless sector 

and the ability for patient information to be entered into 

systems that would be accessed by teams of professionals 

are leading to a culture of shared ownership that doesn’t 

always sit comfortably with the professionals involved. 

There is, for example, a strong ethos within the sector driven 

by the belief that much of what is discussed between the 

GP and their patient should be kept between them. It was 

also suggested, however, that such an evolution could lead 

to a stronger culture of accountability and better record 

keeping which could outweigh the traditional stance.

What was clear was the need for much more conversation 

with those on the front-lines of practice who are working 

with this information around the types of information at 

play, levels of confidentiality needed, and how all of this 

should be managed in practice. 

https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Life-Sciences-Health-Care/gx-lshc-2016-health-care-outlook.pdf
https://www.fitbit.com/uk
https://techcrunch.com/2016/08/22/apple-acquired-gliimpse-a-personal-health-data-startup/
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input into their Summary Care Record (SCR) to provide more 

information that could help with their care. However there 

appear to be barriers to readily accessing personal medical 

records. For example, there are cases where individuals may 

need to pay a fee if you wish to see original records or get 

physical copies of them. It was also suggested that many 

patients aren’t aware of their opportunities and/or aren’t 

offered enough information about access to their records. 

That being said, there were over one billion recorded 

visits to the NHS Choices website in 2014 — which could 

arguably be an indication that there is an appetite for 

information. Our roundtable participants agreed that more 

information, more actively communicated to NHS patients 

is needed to ensure a better understanding about how 

records are managed and the choices available. 

How much control do patients actually want?

The discussion naturally raised the question of how much 

control people may want over their healthcare data, and 

whether they were really interested in understanding how 

it is managed. In practice, the majority may not actually 

be too concerned about how the NHS is managing their 

data, or take advantage of the opportunity to access it. 

This was a conclusion made in a series of Citizen Juries 

exploring patient attitudes toward their healthcare data. 

There was little interest in becoming actively involved in 

accessing or managing their data, but rather a demand for 

assurance that the storage system works and is trustworthy. 

A comparison was made with how people tend to skip read 

Terms & Conditions for many services, particularly when 

it comes to software updates on devices and their phone. 

They’ll simply accept, fuelled by a trust that they’ll be on the 

receiving end of a better service. 

The Citizens’ Jury also illustrated that attitudes can be 

influenced by the interest of public good. When patients 

were provided with more information about both the risks 

and opportunities that emerge for the wellbeing of all 

patients from sharing their data, they were more likely to be 

willing for their information to be shared. 

The discussion prompted consideration over whether 

consumer trends could or should shape the sector as it 

decisions to share their data, but rather convenience and 

a clear understanding of a service that these applications 

afford them. In the case of Fitbit, consumers are driven 

by the desire for easy access to new information 

about themselves.

A comparison was also made with how patients view or 

manage their finances online. People readily use banking 

applications without asking many questions about who 

within the bank will be able to view their personal financial 

information, or how their data is managed. People seem 

to be driven by benefits that outweigh concerns they may 

have, and perhaps have fewer concerns around the data 

risk, even if it is their money. A bank can ‘fix’ the problem of 

a data breach so to speak, by replacing stolen funds, and 

providing a new bank card, whereas when patient data is 

compromised, the impact can’t be reversed. 

It is also possible that there is a higher level of trust in 

the financial sector’s ability to secure and manage data 

compared to that of the healthcare industry. The lesson 

for the healthcare as it undergoes digital transformation 

lies in the need to communicate benefits and understand 

incentives that will drive individuals to share data.

Where will consumer-driven  
information end up in the future? 

The wearables trend brings to light a whole host of 

questions about who will have access to the data, as the 

potential develops for it to be integrated into ‘official’ 

healthcare records. There will be a need to consider how 

integrity across such records can be both achieved and 

communicated. It’s interesting to note that Gliimpse aimed 

to put data back in the hands of the patient, bypassing 

the process burden the healthcare sector has in terms of 

holding records. 

How much control do NHS patients currently 
have? 

The group pointed out that the UK government is working 

to encourage people to be actively involved in the 

management of their own healthcare. NHS Choices states 

that GP surgeries must offer patients the opportunity to 

http://www.herc.ac.uk/wp-content/uploads/2016/03/THE-CITIZENS-JURIES-2016_DPS_WEBVERSION_210316.pdf
http://www.herc.ac.uk/wp-content/uploads/2016/03/THE-CITIZENS-JURIES-2016_DPS_WEBVERSION_210316.pdf
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opted out of Care.data, and it was understood that many 

of these people were discouraged by the prospect of 

their information being shared for purposes beyond their 

direct care. Discussions since around why Care.data didn’t 

succeed, often cite the failure to explain the benefits of the 

database simply enough to engage patients. 

Further, the public has seen many news stories about data 

breaches and the related fines that have been imposed on 

several NHS Trusts, as this is a public service and therefore 

required to report them to the Information Commissioner’s 

Office (ICO). However, they are not exposed to the many 

positive stories regarding the digitalisation of patient 

records and its benefits, leaving an imbalance of influence 

over public perception. 

Some participants believed that transparency could counter 

the trend. For example, patients who are discouraged by 

the prospect of third party researchers having access to 

their data for reasons beyond their direct care might feel 

differently if they were told that it could result in public 

good that could affect the lives of thousands of people for 

the better.

Without effective communication of public or personal 

benefits, individuals will not be motivated to engage and 

trust will be difficult to build. One suggestion in the room 

advocated that patients should be invited to be more 

actively involved in the giving of their consent at various 

evolves digitally. Could, for example, the way healthcare 

data is managed within the NHS ever be like the financial 

sector and how it approaches online banking? Ultimately, 

observing the digital transformation trends that are shaping 

society could pave the way to understanding how patients 

assess benefits of participating in the transformation of 

their healthcare too. 

Why is trust so elusive?
It became evident during the session that a key barrier to 

progressing digital healthcare lay in a persistent lack of trust 

in the Government’s (and by association the NHS) potential 

use of the volumes of data collected, as well as the ability 

to secure and manage it. This is manifested in both a lack 

of trust from the public, and from those working within the 

sector. The concern persists despite evidence of measures 

taken to mitigate cybersecurity risks, and the Government 

effort to outline its intent within the Personalised Health 

and Care 2020 plan, its Care.data database project before it 

was cancelled due to lack of patient support. 

The group explored this concern by discussing how well 

patients understand the benefits of digital health and 

whether enough was being done to communicate them. 

How far do patients trust? 

When it came to patient trust in the sector’s digital 

initiatives, questions were raised as to how well the public 

understood the benefits that could come as part of the aim 

to undergo digital transformation. 

The Government’s Personalised Health and Care 2020 plan 

aims to increase data sharing to give care professionals 

access to all the information they need to improve patient 

outcomes, make the quality of care transparent, and help to 

advance research efforts to help cure diseases. But whether 

the public understands what this would mean to them 

remains a key question. 

The benefits of Care.data were rooted in the use of the 

information collected to better inform where resources 

were needed in the sector, and thereby improve services 

for the public. Despite this, one million people reportedly 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384650/NIB_Report.pdf
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Further, IT and information security skill levels vary, leaving 

incompatibility and fragmentation to develop and cause 

confusion and frustration for those who work within 

the sector.

Lost in this development is any understanding or 

confidence in the integrity of what is being done with 

information as it travels across different parts of the NHS. It 

was suggested that more transparency is needed between 

trusts and institutions to increase the understanding 

and confidence of the controls that are in place across 

the organisation. 

So, can we move forward?
In the journey to digital health there are many 

considerations that have no doubt been the subject of 

controversial discussion. Some of these are rooted in 

conversations that arguably pre-date the discussions 

around digital health, including the arguments for and 

against information sharing. Others are rooted in more 

recent considerations, including the increasing reports of 

data breaches, new innovative trends creating a shift in 

possibility and expectation, and challenges of securing 

trust as outlined Dame Fiona Caldicott’s most recent 

report following the cancellation of Care.data.  

Positive steps are already being made. The NHS is currently 

aiming to enhance transparency in the data it holds, 

and encouraging patients to be involved in their own 

healthcare. The NHS Choices website, for example, does 

outline how patients can input into their own Summary 

Care Records (SCR). There are also many individual initiatives 

such as the recent news that an NHS Trust has teamed up 

with Google DeepMind, in a move that could make patient 

access to records much easier and more convenient as it 

reportedly saves over half a million man hours per year. 

Concerns remain, while the questions outlined in this report 

have yet to be widely considered. The discussion fielded 

many ideas for moving forward. When asked for their 

thoughts about what could or should be done to smooth 

the journey, suggestions around the room ranged from 

implementing a system to log and communicate all ‘access 

levels, or even at the point at which data is being shared, 

rather than be asked to opt in to one overarching request. 

Such a process would inherently lead to more transparency 

around how their data is being used and more engaged 

communication between patients and providers. This would 

also add a concept of value to the data as the administrative 

costs of seeking consent would have to be justified by the 

purpose for which the data is being shared.

How far do those operating within the sector trust 
the processes and systems in place? 

One participant described the surprise in discovering vast 

differences in the care and management of data that exists 

between trusts. This person worked for an NHS Trust, and had 

to liaise with another to send over a record. They naturally 

assumed that the other Trust had similar standards and 

systems in place to protect the record, but were surprised to 

learn that, not only were they completely different, but that 

the processes were also several years behind. 

As the healthcare sector changes and grows at a rapid 

rate — evolving naturally but also accommodating 

new government initiatives and directions — so do 

the processes and systems. With the NHS being a vast 

entity of many different moving parts, many at different 

stages of digitalisation, such scenarios are becoming 

increasingly evident. While some Trusts have integrated 

newer technologies, some are still using legacy systems. 

NHS Trust has teamed up 

with Google DeepMind, in a 

move that could make patient 

access to records much easier 

and more convenient as it 

reportedly saves over half a 

million man hours per year.

– Sarah Bloch-Budzier
BBC News

http://www.bbc.co.uk/news/health-38055509
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maintain and evolve a trusted service rather than focus 

on public attitude alone. This will be influenced by goals 

driven by three disparate perspectives that must be 

catered for:

a. Healthcare providers and clinicians who want to 

understand what needs to happen to implement 

digital health, be able to trust in the systems and their 

integrity, and participate in an open/sharing culture.

b. Patients who must be able to give informed consent, 

have the right to privacy, and seek confidence in the 

care they receive.

c. Public good (government) to support research, 

resource planning, and public safety.

3. Learn from other industries; be benefits driven:  

Consumer trends are both revealing and influencing 

the way patients view the handling of their data and 

the convenience they require. Other sectors such as 

finance have arguably achieved a significant level of 

trust in online services, offering examples of how to 

communicate the benefits for the individual. It was 

also evident that when patients are told in a simple, 

activity’ to patient information and giving patients the 

right to access the log, to providing patients with a simple 

‘I Accept/Withdraw Consent’ button at various points in the 

system. Common ground was found in the desire to create 

a Code of Ethics for everyone working with patient data, 

and role-based access to the data. Some thought these 

measures should be backed up by sanctions. Generally, the 

recommendations fell into the following areas: 

1. Clarify the agenda and solidify support: As a 

public service, the UK healthcare sector is inherently 

driven by government and the service providers’ agenda. 

This often leads to confusion and poor communication 

to both the public and those working within the sector. 

Further, organisations driving agendas in this sector 

tend to be large and complex, often very focussed on 

their requirements rather than that of patients (their 

customers). The result often creates a rule-based 

approach to new initiative, rather than a commitment to 

gain stakeholder understanding and support. 

2. Understand differing perspectives and cater 
to them: We began our exercise with a focus on the 

development of public trust. By bringing such a diverse 

group together, it became clear that the goal must be to 
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be achieved. A process-based or systems-wide approach 

can then be taken to develop an understanding of the 

systems environment and solutions required to achieve 

stated aims. 

7. Commit to collaboration: The journey to paperless 

healthcare and digital transformation represents an 

evolution in the development of healthcare. It is a 

journey that cannot be controlled by the sector itself 

as trends across economies and society continue to 

drive change. Ultimately, more discussion needs to 

take place to achieve a common understanding of 

objectives, priorities and solutions for achieving them. 

In additions to the issues raised by this discussion 

— identifying what constitutes a record, achieving 

transparency, articulating benefits etc. —  there are 

many underlying concerns that must be addressed, 

such as having a thorough assessment of risk, 

standards of practice in this new environment, ethical 

shifts, and the role to be played by various players, not 

just the NHS. 

Ultimately, the aim is to have a trusted service in place that 

empowers citizens through knowledge, enables clinicians 

to feel confident in the tools they are using to provide care, 

and encourages clarity for everyone. It’s a given that this 

service must be underpinned by systems that are robust 

and secure, but this is an aim that is heavily reliant on clarity 

of its aims and direction across the sector.

About (ISC)2

(ISC)² is an international nonprofit membership association 

focused on inspiring a safe and secure cyber world. Best 

known for the acclaimed Certified Information Systems 

Security Professional (CISSP®) certification, (ISC)2 offers 

a portfolio of credentials that are part of a holistic, 

programmatic approach to security. www.isc2.org

understandable format what their data can do to help 

others, they are more likely to allow it to be shared, 

while the benefits to healthcare professionals and the 

impact on their ability to offer care to patients could be 

communicated and understood clearly. 

4. Define responsibility and authority for digital 
patient information: Responsibility around handling 

patient information needs to be clarified. The group 

called for more conversations with practitioners to 

develop a common understanding for what can and 

can’t be viewed, and how to manage this in practice. 

Expectations around what is acceptable as we move into 

a paperless environment is currently poorly articulated, 

and therefore poorly understood. It’s time to account for 

the experience and context that the professionals and 

practitioners working in the sector can provide.

5. Invest in the skills required: This is a requirement 

that will vary according to the roles and levels of 

responsibility, and should be driven by an understanding 

of the relevant balance of risks and benefits presented 

in a given circumstance. It must be acknowledged that 

digital transformation and the associated risks and 

rewards is a societal issue, and investment is needed 

to bring everyone up to speed. This includes the 

development of more specialist knowledge and the 

development of a basic understanding of concepts 

across the sector to help all understand how their roles 

and responsibilities may be changing.

6. Acknowledge and manage the complexity: A lot 

of the barriers discussed were rooted in the increasing 

levels of complexity developing within the sector and 

across its systems. This was especially evident when 

examining the trust that clinicians themselves have 

within the sector. The first step to tackling this would be 

a collective recognition that the complexity exists and 

that it is having an impact on the integrity of what can 

http://www.isc2.org

